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General Privacy Statement 
 

At xcubebio AG (“xcube.bio”), we are committed to protecting your personal information. This Privacy Notice 
outlines the types of personal information Xcube.bio may collect; the means by which Xcube.bio may collect, use, 
or share your personal information; steps Xcube.bio takes to protect your personal information; and choices you 
are provided with respect to the use of your personal information. 

This Notice only applies to Xcube.bio websites that link to this Notice. Our websites also may contain links to third-
party websites. We do not endorse and are not responsible for the content of third-party websites or resources, 
and our privacy notice does not apply to any sites that are not affiliated with Xcube.bio, even if you access them 
via a link on our site. You should review the privacy policies of any third-party site before providing any 
information. 

For purposes of this Privacy Notice, “Personal Data” is any information by which you can be individually identified 
both directly and indirectly, including, but not limited to, your name, address, e-mail address, and telephone 
number. 

Please refer to the  US Supplemental Privacy Notice for more information about how this term is defined for the 
purposes of California and other US state laws and for more information about how Xcube.bio uses such 
information. 

Minors 
 
This website is not designed or intended for use by children under the age of 16. We do not knowingly collect any 
Personal Data on this website from anyone under the age of 16 without the prior, verifiable consent of a parent 
or guardian. Such parent or guardian may have the right, upon request, to view the information provided by the 
child and require that it be deleted. Moreover, all minors should seek their parent’s or guardian’s permission prior 
to using or disclosing any Personal Data on this website or online resource. 
 
Identity and Contact Details of the Data Controller 
 
The data controller is xcubebio AG, Grafenauweg 15, 6300 Zug, Switzerland. 

In the event that your Personal Data is covered by the EU General Data Protection Regulation (“EU”) 2016/679 
(“GDPR”), the EU contact remains xcubebio AG, Grafenauweg 15, 6300 Zug, Switzerland  

You may contact the data controller by mail at xcubebio AG, Grafenauweg 15, 6300 Zug, Switzerland or email 
at  contact@xcube.bio 

The  US Supplemental Privacy Notice provides the appropriate channels for contacting Xcube.bio with questions, 
requests, and inquiries in the scope of US state privacy laws. 

http://www.xcube.bio/
mailto:contact@xcube.bio
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How and Why We Process Your Personal Data 
 
On this website, we may request Personal Data about you. Examples of Personal Data that we may collect that 
directly identifies you includes your name, contact information, email address, and other information in combination 
with these identifiers. We also may collect certain Personal Data that does not directly identify you by name, but 
could be used to identify that a specific computer or device has accessed our website. 

We process your Personal Data on our websites for many reasons, including: 

• To respond to your requests or inquiries; 
• To complete a transaction; 
• To personalize your experience; 
• To perform website analytics and measure website performance; 
• To track and monitor adverse events and other activities related to pharmacovigilance; and 
• To maintain the website, including for security purposes. 

Several places on our website require Personal Data if you choose to use them, including surveys, registration, and 
content sharing features (i.e., “E-mail to a Friend” links). Xcube.bio and its business partners (such as service 
providers or other third parties who provide certain services to Xcube.bio) collect this information about you only 
if you voluntarily provide it to us. Please be aware that certain features of this site may not be available to you if 
you elect not to provide certain Personal Data. Any Personal Data you provide to us on our websites will be used 
in accordance with this Privacy Notice. 

More Information on our Processing Activities 
 
This table outlines each website-related processing activity in greater detail and provides information on the 
categories of information collected for each activity as well as the legal basis of processing for each of these 
activities, if and to the extent the data processing is subject to GDPR. 

For residents of California and other states in the United States, please visit the US Supplemental Privacy Notice for 
more information about Personal Data processing activities as they relate to US residents. 

Purpose and categories of data Legal Basis Citation 

Responding to Requests or Inquiries. 
We may use the information that you 
provide to us to take the steps necessary 
to respond to your request, for example, 
you may submit a medical information 
request, inquire about a product, create 
an account or register in our platforms or 
subscribe to one of our mailing lists. 

Depending on your request, we may 
collect your contact information (such as 
your name, mailing address, telephone 
number, job title), your interests and 
preferences (such as products or areas of 
interest), and any other information you 
provide to us.  

 

We collect and process your Personal 
Data for these purposes based on our 
legitimate interest to respond to your 
request. If you submitted sensitive 
Personal Data as part of your inquiry, we 
will also base such processing on your 
explicit consent. If reporting is required, 
we may process your data to comply with 

our legal obligations. 

 

Article 6(1)(f) GDPR 
Articles 6(1)(a) and 9(2)(a) of the GDPR 
Article 6(1)(c) and Article 9(2)(i) GDPR 

 

Completing Transactions. 
Some parts of our website may collect 
your Personal Data to fulfill services that 
you have requested and to understand 
your interests and preferences. In these 

We use this information to perform our 
agreement with you. 

 

Article 6(1)(b) 

 

http://www.xcube.bio/
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instances, we may collect your contact 
information as well as a history of your 
previous transactions with us (such as 
order history, customer account 
information). 

 

Personalizing Your Experience. 
We may collect certain information about 
you, your preferences, and how you have 
interacted with us in the past in order to 
understand your interest in our products 
and services so that we can best serve 
you. This may include information about 
your contact and product preferences, 
languages, marketing preferences, and 
demographic data 

In cases where we collect this information 
automatically, we collect and process this 
information for our legitimate business 
interests. In other cases, we will collect and 
process this information pursuant to your 
consent. 

 

Article 6(1)(f) GDPR 
Article 6(1)(a) of the GDPR 
 

Website Analytics and Tracking. 
Where permitted by law, we may 
combine Personal Data you provide with 
other information you’ve provided to 
Xcube.bio through our websites. Where 
permitted by law, we may also combine 
Personal Data collected through our 
websites and online resources with 
Xcube.bio’s offline records and 
information provided to us by third 
parties. More information about this can 
be found in the section below and in 
our Cookie Notice. 

 

In cases where we collect this information 
automatically, we collect and process this 
information for our legitimate business 
interests. In other cases, we will collect and 
process this information pursuant to your 
consent. 

 

Article 6(1)(f) GDPR 
Article 6(1)(a) of the GDPR 

 

Tracking and Monitoring Adverse Events 
and Pharmacovigilance. 
Some specified parts of our websites may 
collect Personal Data related to adverse 
events or other activities related to 
pharmacovigilance. This information is 
very important for public health and will 
be used for the detection, assessment, 
understanding, and prevention of adverse 
events or other medicine-related 
problems.  

 

We collect and process your information 
for these purposes to comply with our 
legal obligations and may be required to 
report the data to regulatory authorities 

Article 6(1)(c) and Article 9(2)(i) GDPR 

 

To Run and Maintain our Website. 
We use this information to secure our 

websites, network systems, and other 
assets. This may include information 
concerning your IP Address, geographic 
location, resources you have accessed, 
and similar information. 
 

We collect this information automatically, 
for our legitimate business interests to run, 

maintain, and secure our websites. 
 

Article 6(1)(f) 
 

 
Cookies and Other Web Trackers 
 
Our websites and online resources also collect other basic information about you which may not directly identify 
you, but which may correspond with you or a particular device. We use some of this information to allow our 
websites to run, as well as to learn more about how our websites and online resources are used and to otherwise 

http://www.xcube.bio/
https://www.roche.com/cookie-notice
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improve and administer the site. We also use this information to enable us to deliver information tailored to your 
interests and preferences, based on your use of the site. For example, we may collect the IP Address assigned to 
your computer by your internet service provider. This address may change each time you connect to the internet (a 
“dynamic” IP address), or it may remain the same (a “static” IP address). In most cases, this information is collected 
automatically, for our legitimate business interests. In some jurisdictions, we ask for your consent before collecting 
this information, in which case you will be presented with a choice as to whether you wish to allow the collection 
and use of this type of information. Please see our  Cookie Notice for more information. 

Certain web browsers and other programs may be used to signal your preferences to Xcube.bio about how or 
whether Xcube.bio or third parties may collect information about your online activities. Currently, Xcube.bio does 
not respond to such signals. 

Use of Data for Marketing 
 
We do not sell or transfer your Personal Data to any non-affiliated entity for their own direct marketing use unless 
we provide clear notice to you and obtain your explicit consent. We use third party advertising companies to place 
ads on other websites. These companies may use data about your visits to this and other websites in order to 
measure advertising effectiveness and to provide advertisements about our goods and services that may be of 
interest to you. If you would like more information about this practice and your choices to opt out of having this 
information used by these companies, see our Cookie Notice. 
 
Information Sharing / Recipients of Personal Data 
Recipients of your Personal Data 
 
We may share your Personal Data with Xcube.bio’s affiliates around the world. Our Xcube.bio affiliates will use 
your Personal Data for the same purposes as we do. A list of Xcube.bio’s affiliates can be found in www.xcube.bio 

We may also share your Personal Data with third parties, such as our service providers, for the following purposes: 

• To help fulfill Xcube.bio business transactions; 
• To conduct technical maintenance of our websites and other web platforms; 
• To facilitate a merger, consolidation, transfer of control or other corporate reorganization in which 

Xcube.bio participates, or pursuant to a financial arrangement undertaken by Xcube.bio; 
• To respond to appropriate requests of legitimate government authorities, or where required by applicable 

laws, court orders, or government regulations; and 
• Where needed for corporate audits or to investigate or respond to a complaint or security threat 

 
International Transfers of Your Personal Data 
 
Any Personal Data you provide to us through your use of this website may be transferred to or stored in a 
geographic region that imposes different privacy obligations than your country of origin. This means that your 
Personal Data may be sent to a country with less restrictive data protection laws than your own. Any such transfer 
will be conducted in compliance with applicable law. 

If your Personal Data is covered by the GDPR: For transfers of Personal Data to a third country outside the 
European Union (EU), European Economic Area (EEA) or in absence of an adequacy decision, within Xcube.bio, 
business partners and service providers, we establish the contracts containing the EU Standard Contractual Clauses, 
which according to the EU Commission decision of 04 June 2021 (EU 2021/914) constitute appropriate and 
suitable safeguards to ensure compliance with GDPR. 

Retention / Storage Period of Your Personal Data 

http://www.xcube.bio/
https://www.roche.com/cookie-notice
https://www.roche.com/cookie-notice
http://www.xcube.bio/
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The length of time in which we will store your Personal Data will differ depending on the purpose for which we 
have collected and are processing your data. In most cases, we will keep the data for three (3) years following 
our last interaction with you. We may, however, maintain your data for a longer period of time if we are required 
by law to maintain your data.  
 
Information About Your Rights Regarding Your Personal Data 
 
You may have certain rights regarding our use and processing of your Personal Data. 
 
Your Rights If Your Data is Covered by the GDPR 
 
If your Personal Data are covered by the GDPR (that is, if you are an individual within the European Economic 
Area), you have the following rights with respect to your Personal Data: 

• The right to request access to the Personal Data that Xcube.bio has about you; 
• The right to rectify or correct any Personal Data that is inaccurate or incomplete; 
• The right to request a copy of your Personal Data in electronic format so that you can transmit the data to 

third parties, or to request that Xcube.bio directly transfer your Personal Data to one more third parties; 
• The right to object to the processing of your Personal Data for marketing and other purposes; 
• The right to erasure of your Personal Data when it is no longer needed for the purposes for which you 

provided it, as well as the right to restriction of processing of your Personal Data to certain limited purposes 
where erasure is not possible. 

To exercise any of these rights, please contact us using the information provided above. 

Please note that erasure or restriction of processing is only possible if and to the extent that the processing of 
Personal Data is based on your consent or our legitimate interests. If data processing is based on consent, note 
that you have the right to withdraw your consent at any time, but that the withdrawal of your consent does not 
affect the lawfulness of processing based on consent before its withdrawal. In the event of an erasure request, we 
may retain a copy of your Personal Data for our record-keeping purposes and to avoid entering your personal 
data in our systems after your request. 

In the event that you believe or have the impression that our data processing does not comply with the GDPR, you 
are entitled to lodge a complaint with the responsible supervisory authority. 

Your Rights If Your Data is Covered by California and Certain Other US State Laws 
 
If you are a California or certain other US states resident , you can find a description of these rights that may be 
available to you covered in the US Supplemental Privacy Notice. That privacy notice contains information on how 
to contact Xcube.bio to exercise any rights you may have under applicable state law. 
 
Data Security 
 
Xcube.bio and its service providers and collaboration partners take reasonable steps to protect Personal Data we 
access or receive through this website from loss, misuse, and unauthorized access, disclosure, alteration, or 
destruction. Nevertheless, Xcube.bio makes no guarantee as to the security of your Personal Data and disclaims, 
to the fullest extent permitted by law, all liability and damages caused by loss, misuse, and unauthorized access, 
disclosure, alteration, or destruction. We recommend that you take any available precautions to protect Personal 
Data you submit on this website. 
 
Updates to This Privacy Notice 

http://www.xcube.bio/
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From time to time, we may revise this Privacy Notice. Any such changes to this Privacy Notice will be reflected on 
this page. Xcube.bio recommends that you review this Privacy Notice regularly for any changes. The date on which 
this notice was last revised is located at the top of this notice. 
  

http://www.xcube.bio/
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US Supplemental Privacy Notice 
 
Purpose and Reach of this Privacy Notice  

 
This Notice describes the types of Personal Data that Xcube.bio may collect or process from United States (“US”) 
residents, how we may use and disclose that Personal Data, and how you may exercise any rights you may have 
regarding our processing of your Personal Data.  

This Notice applies to Personal Data collected or processed by us from or about US residents: 

• Through online activities and services we offer (through websites, web surveys, newsletters, applications, 
email, online messaging services/channels, and otherwise) (“Online Services”);  

• Related to activities we undertake in recruiting participants for participation in clinical trials or activities 
related to identifying and contracting with study investigators and their staff;  

• In connection with post-approval pharmacovigilance and adverse events, complaints, and reports;  
• When we provide products and services directly to you and in other situations where you interact with us, 

including but not limited to interacting with us through our telephone customer service centers, through email 
or SMS/text messages, or by visiting our physical sites and offices or our events (e.g., tradeshows and 
conferences) (such products and services, together with Online Services, are collectively referred to as, the 
“Products and Services”);  

• If you are a resident of California: when you interact with us in a professional capacity, for example, if 
you are a healthcare provider or an employee of a company with which we do business, or when we 
undertake employment recruiting activities of California residents; or  

• Anywhere this Notice is posted or referenced. 

Xcube.bio may provide you with a different privacy notice in certain specific situations, in which case that privacy 
notice or policy will apply to the Personal Information collected or processed in that specific situation, rather than 
this one. For example, if you are a participant in a clinical study, clinical trial, or other regulated health-related 
research, you should receive a separate privacy notice regarding the Personal Data we process for those purposes. 
That privacy notice—and not this Notice— governs our processing of such Personal Data. If you provide us with 
Personal Data of anyone other than yourself (such as a patient or family member), please note that you are 
responsible for complying with all applicable privacy and data protection laws prior to providing that information 
to Xcube.bio (including obtaining consent, if required).  

Please review this Notice carefully. To the extent permitted by applicable law, by providing us your Personal Data 
or otherwise interacting with us, you are agreeing to this Notice. 

Information Collected 

 
What is Personal Data? 
 

“Personal Data” is any information—as electronically or otherwise recorded—that can be used to identify a 
person or that we can link to or associate with a specific individual.  

Personal Data may include information considered sensitive in some jurisdictions, such as biometric information, 
genetic information, health information, financial account information, specific geolocation, ethnic or racial origin, 
information concerning your sex life or your sexual orientation, social security number, driver’s license, state 

http://www.xcube.bio/
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identification card, passport number, and other similar information. Data that could be considered Sensitive 
Personal Data is highlighted with an asterisk (*) in the chart below. 

We will process any Personal Data we collect in accordance with applicable law and as described in this Notice 
(unless, as explained above, a separate policy or notice governs). In some circumstances, if you do not provide us 
with your Personal Data, certain Products and Services may be unavailable to you.  

 

The chart below identifies the categories of Personal Data that we collect and use and the types of data elements 
associated with each. 

Category and Sources of 
Personal Information 

Representative Data Elements 

Contact Information Data elements in this category may include: 
• Full name, or unique pseudonym 
• Honorifics and titles, preferred form of address 
• Postal address 
• Email address 
• Phone number 
• Contact information for related persons, such as authorized users of your account 
• Company ID number (e.g. customer number, account number, subscription number, rewards 
program number) 
• System identifiers (e.g., usernames or online credentials) 
• Social security number*, Driver’s License*, State Identity Card*, Passport ID* 
• Service Request ID number 

Physical Characteristics, 
Demographics, or Description 

Data elements in this category include: 
• Height 
• Weight 
• Hair & eye color 
• Age 
• Gender 
• Marital and family status* 
• Race and Ethnicity* 
• Citizenship status* 
• Religion* 
• Languages spoken 
• Information concerning sexuality or sex life* 
• Disability* 
• Household demographic data 

Commercial and Financial 
Information 

Data elements in this category may include: 
• Products or services you have purchased 
• Records of products or services purchased, obtained, or considered 
• Records of program enrollment and activity 
• Health Insurance information*, such as health insurance carrier, account numbers, 
beneficiary information, policy number, benefits data, reimbursement and co-pay data, and 
claims history 
• Financial account information*, such as bank account number and details* (if you use 
automated payments), payment card information*, payment and reimbursement amounts 

Transaction and Interaction 
Information 

Data elements in this category include: 
• Personal preferences, such as your shopping preferences 
• Subscription program data 
• Data from social media profiles, such as Facebook, Twitter, LinkedIn and similar platforms 
• Hobbies and interests 
• Information regarding professional activities and interests 

Inferred and Derived 
Information 

Data elements in this category include: 
• Propensity scores obtained from third parties, such as likelihood that you may be interested 
in certain purchases or experiencing life events 

http://www.xcube.bio/
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• Propensities, attributes and/or scores generated by internal analytics programs and used 
for marketing 
• Propensities, attributes and/or scores generated by internal analytics programs and used 
for information security and fraud purposes 
• Preferred language 
• Inferences reflecting an individual’s wellness, health, preferences, characteristics, 
psychological trends, predispositions, behavior, attitudes, intelligence, abilities, and aptitudes* 

Internet and Online/ Electronic 
Technical Information 

Data elements in this category include: 
• IP Address 
• Device Identifiers, including MAC Address, SSIDs or other device identifiers or persistent 
identifiers 
• Device characteristics (such as browser information) 
• Web Server Logs 
• Application Logs 
• Browsing and search history 
• Viewing Data (site and app usage) 
• Cookie IDs and/or Ad IDs in First Party or Third Party Cookies 
• Web beacons, clear gifs and pixel tags 
• Internet service provider name 
• Referring/exiting URL 
• Request/response date and time 
• Clickstream data 
• Ads and web pages viewed 
• Time spent on a web page or mobile app 
• Other information regarding your interactions with our websites, applications, emails, and 
advertisements 

Audio Visual Information Data elements in this category include: 
• Photographs 
• Video images 
• Voice recordings 
• CCTV recordings 
• Call center recordings and call monitoring records 
• Voicemails 

Health Information Data elements in this category include: 
• Information about physical or mental health, disease state or information, medical history, 
medical treatment or diagnosis, medicines taken or devices used* 
• General disease or product interest* 
• Information on payment for healthcare services (EOB forms, HSA statements. claims data, 
claims assistance records)* 
• Information needed to accommodate disabilities* 
• Health values and sensor readings data, such as steps taken, blood glucose levels, heart 
rate, and blood pressure* 
• Medical appointment dates* 
• Genetic Data including sequencing data* 

Electronic and Sensor Data Data elements in this category include: 
• Smart device records 
• IoT products 
• Non-health sensor readings data 

Geolocation Data Data elements in this category include: 
• Precise location data* 
• Geofencing data 

Children’s Data* Data elements in this category include: 
• Child’s name* 
• Child’s age* 
• Product usage data* 
• Health information* 

Compliance Data Data elements in this category include: 
• Compliance program data, including customer screening records, and other records 
maintained to demonstrate compliance with applicable laws and regulations, such as those 
promulgated by FDA, and such as tax laws, ADA. 
• Occupational and environmental safety records 

http://www.xcube.bio/
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• Records relating to complaints and internal investigations, including compliance hotline 
reports 
• Records of privacy and security incidents , including any security breach notifications 

Professional and Educational 
Information 

Data elements in this category include: 
• Employer and job title 
• Specialty or practice area 
• Information from a resume or CV, including education and certification credentials 
• Information included in a payment recipient’s IRS 1040 form 

Sensitive Personal Data 
(Sensitive Personal Information 
is marked with an asterisk (*) 
throughout this chart.) 

Some of the Personal Information we collect may be considered “Sensitive Personal Data” 
under certain data protection laws. Sensitive Personal Data, may include biometric 
information, genetic information, health information, financial account information, specific 
geolocation, ethnic or racial origin, information concerning your sex life or your sexual 
orientation, social security number, driver’s license, state identification card, passport number. 
You may make choices about your Sensitive Personal Information as set forth in “Your Rights 
Regarding Your Personal Data” section, below. For more information about how we collect, 
disclose, and share Sensitive Personal Information, please see the chart below that represents 
your relationship with Xcube.bio. 

Written Signature Data elements in this category include: 
• Your physical or electronic signature 

 
The types of Personal Data we collect and disclose depends on your relationship with Xcube.bio. Not all of the 
categories listed in the following charts may apply to you. If the nature of your relationship with Xcube.bio changes, 
additional categories of Personal Data may also apply. 
 
Consumers (including those interested in our products, services, or clinical trials), patients, caregivers, 
facilities visitors.  

The following table provides detail for those who interact with us as (i) consumers – those showing interest in our 
products and/or services, (ii) individuals interested in participating in clinical trials, (iii) patients using our 
products/services and their caregivers, and (iv) facility visitors, with respect to the category of Personal Data 
collected, the source of that information, the purposes for collection and sharing/disclosure, and the categories of 
third parties to whom the category of Personal Data is shared. 

Category and Sources of Personal 
Information 

Purpose for Collecting and Sharing 
and Disclosing the Personal 
Information 

Categories of Third Parties to whom 
this type of Personal Information is 
Shared or Disclosed for a Business 
Purpose 

Contact Information 
We collect this type of information 
from: 
• You 
• Those authorized to provide on your 
behalf such as your caregiver or 
authorized representative. 
• Healthcare providers (including 

specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Consumer reporting agencies and 
other third parties who verify the 
information you provide. 
• Third parties who help us maintain 
the accuracy of our data and data 

We use and disclose this type of 
information: 
• To identify you and personalize our 
communications with you. 
• To provide to you and to manage 
our products, programs, events, and 
services. 
• For advertising, including targeted 

advertising, and product promotion, 
including to contact you regarding 
programs, products, services, and 
topics that may be of interest or useful. 
• For record-keeping and reporting, 
including for data matching, metrics, 
and analytics. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To conduct internal business analysis 
and market research. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers such as companies 
who help manage and coordinate 
events 
• Third parties who deliver our 
communications, such as the postal 

service and couriers 
• Other third parties (including 
government agencies) as required by 
law, such as pursuant to legally 
binding subpoenas, court orders, and 
similar instruments 
• Service providers, including those 
who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 

http://www.xcube.bio/
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aggregators that help us complete and 
enhance our records. 

• To engage in joint marketing 
initiatives. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• If you visit our physical sites, to 
provide access to, monitor, and secure 
our facilities, equipment, and other 
property. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes. 

• Behavioral advertising companies 
(see Behavioral Advertising below) 
• Third parties who assist with fraud 
prevention, detection and mitigation 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 

• Payment processors, financial 
institutions, and others as needed to 
complete transactions and for 
authentication, security, and fraud 
prevention. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services, including delivery 
companies, agents, and manufacturers. 
• Service Providers who provide 
marketing and data analytics services, 
such as social media platforms used to 
deliver our ads, website/email 
optimization providers, email 
marketing vendors, and data analytics 
vendors. 
• Consumer reporting agencies. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Physical Characteristics, 
Demographics, or Description 
We collect this type of information 
from: 
• You 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 

• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Third parties that provide access to 
information you make publicly 
available, such as social media 
platforms. 
• Third parties who provide us with 
supplemental consumer data or data 

We use this type of information: 
• If you visit our physical site, to help 
manage emergency incidents that 
occur on campus or involve company 
property 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To administer, manage, analyze, 

and improve our programs, products, 
and services. 
• To better enable us to conduct 
advertising and product promotion 
activities 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• For marketing, sales, and 
advertising purposes 
• To conduct internal business analysis 
and market research. 
• To monitor, investigate, and enforce 
compliance with our policies, 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Emergency personnel 
• Service Providers which use the data 
only to assist in incident management 
and reporting 
• Service providers, including those 
who host our data centers, help 

administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Behavioral advertising companies 
(see Behavioral Advertising below) 
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analytics and market research services, 
such as data aggregators. 

product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes. 

• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Commercial, Financial, and Insurance 
Information 
We collect this type of information 
from: 
• You 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 
• Third parties that provide 
information that helps us understand 
our customers, including data 
aggregators and public records 
providers. 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Consumer reporting agencies and 
third parties who assist with fraud 
prevention, detection, and mitigation. 
• Payment processors and other 
financial institutions. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Other third parties who facilitate, 
process, and complete transactions for 
us, such as resellers, sales agents, and 
program partners. 

We use this type of information: 
• To better understand you and to 
understand our customers generally 
• To design products, services and 
programs including subscription and 
special offer programs 
• For internal business purposes, such 
as quality control, training and 
analytics 
• To enroll you in our programs and 
provide our products and services to 
you. 
• When you utilize health tests 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To fulfill our business relationship 
with you, including processing 
payments, issuing refunds, billing 
support, and collections 
• For recordkeeping and compliance, 
including dispute resolution 
• Reimburse customers, satisfy 
warranty obligations, and fulfill 
payment obligations. 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To communicate with you regarding 
our programs, products, and services. 
• To procure vendor/supplier 
products and services, including to 
manage and satisfy related 

vendor/supplier contractual 
obligations. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To conduct internal business analysis 
and market research. 
• To engage in joint marketing 
initiatives. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Service Providers, including 
companies who assist us in program 
administration 
• Our lawyers, auditors and 
consultants 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Payment processors, financial 
institutions, and others as needed to 
complete transactions and for 
authentication, security, and fraud 
prevention. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 

• Behavioral advertising companies 
(see Behavioral Advertising 
below)Consumer reporting agencies 
• Legal and regulatory bodies and 
other third parties as required by law. 
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• For our everyday business purposes 

Transaction and Interaction 
Information 
We collect this type of information 
from: 
• You 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 
• Automatically, such as when you 
interact with our websites or mobile 
apps. 

We use this type of information: 
• To fulfill our business relationship 
with you, including customer service 
• For recordkeeping and compliance, 
including dispute resolution 
• For marketing, sales, and 
advertising purposes 
• For internal business purposes, such 
as finance, quality control, training, 
reporting and analytics 
• For risk management, fraud 
prevention and similar purpose 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Behavioral advertising companies 
(see Behavioral Advertising below) 
• Service providers, including third 
parties as needed to complete the 
transaction, including delivery 
companies, agents and manufacturers 
• Our lawyers, auditors and 
consultants 
• Customers, in connection with their 
audits of Xcube.bio 
• Other third parties as required by 
law 

• Inferred and Derived Information 
• We create inferred and derived 
data elements by analyzing our 
relationship and transactional 
information. 
• We draw inferences from the 
information we collect from and about 
you, such as your preferences, 
characteristics, attributes, and abilities. 
• Third parties who provide digital 
marketing, and analytics services for us 

• We combine inferred data with 
other relationship information and use 
this type of information: 
• To better understand you and to 
understand our customers generally 
• To design products, services and 
programs that delight our customers, 
including subscription programs 
• To identify prospective customers 
• For internal business purposes, such 
as quality control, training and 
analytics 
• To administer, manage, analyze, 
and improve our programs, products, 
and services 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• For advertising and product 
promotion, and sales, including to 
inform us when we contact you 
regarding programs, products, 
services, and topics that may be of 
interest or useful. 
• To engage in joint marketing 
initiatives. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 

applications, databases, and devices. 
• To comply with legal and regulatory 
obligations 
• For our everyday business purposes 

• We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including those 
who analyze data on our behalf and 
who help execute programs 
• Our lawyers, auditors and 
consultants 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Behavioral advertising companies 
(see Behavioral Advertising 
below)Third parties who provide 
marketing and data analytics services, 
such as social media platforms used to 
deliver our ads, website/email 
optimization providers, email 
marketing vendors, and data analytics 
vendors. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Internet and Online/ Electronic 
Technical Information 
We collect this type of information 
from: 
• You and from your computer or 
devices when you interact with our 
platforms, websites and applications. 
For example, when you visit our 
websites, our server logs record your 
IP address and other information. 

We use this type of information: 
• For system and account 
administration, technology 
management, including optimizing our 
websites and applications, 
• For information security and 
cybersecurity purposes, including 
detecting threats 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers including 
companies who assist with our 
information technology and security 
programs, including companies such as 
network security services who retain 
information on malware threats 
detected 
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• Automatically, via technologies such 
as cookies, web beacons, when you 
visit our website or other websites. 
• Third parties, including computer 
security services and advertising 
partners 
• We also associate information with 
you using unique identifiers collected 
from your devices or browsers. 
• Third parties who provide website 
and online security services. 

• For recordkeeping, including logs 
and records that are maintained as 
part of Transaction Information 
• To identify you or your device, 
including to associate you with 
different devices that you may use 
• For online behavioral advertising 
purposes and general advertising and 
product promotion 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To conduct internal relationship and 
business analysis and market research. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 

requirements. 
• For our everyday business purposes 

• Service providers who assist with 
fraud prevention, detection and 
mitigation 
• Behavioral advertising companies 
(see Behavioral Advertising below)Our 
lawyers, auditors and consultants 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Legal and regulatory bodies and 
other third parties as required by law 

• Audio Visual Information 
• We collect this type of information 
from: 
• You 
• Automatically, such as when we 
record calls to our call center and use 
CCTV cameras in our facilities. 
• Companies conducting non-clinical 
research such as market research 
companies. 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 

• We use this type of information: 
• For internal business purposes, such 
as call recordings used for training, 
coaching or quality control 
• For advertising, marketing, product 
promotion, and relationship purposes, 
such as use of photos and videos for 
social media 
• If you visit our physical facilities, for 
premises security purposes and loss 
prevention 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

• We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including 
companies who assist with our 
information technology and security 
programs, and our loss prevention 
programs 
• Service providers, including 
companies who conduct advertising, 
marketing, or market research on our 
behalf 
• Our lawyers, auditors and 
consultants 
• Other third parties as required by 
law 

Health Information 
We collect this type of information 
from: 
• You 
• Healthcare providers 
• Health insurance companies We 
may infer health information about you 
based on other information, including 
and lifestyle factors. 
• Healthcare providers (including 
specialty pharmacies). 

• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services 

We use this type of information: 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To enroll you in our programs and 
provide our products and services to 
you. 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To procure vendor/supplier 

products and services, including to 
manage and satisfy related 
vendor/supplier contractual 
obligations. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To conduct marketing, product 
promotion, advertising, and internal 
business analysis and market research. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Healthcare providers (including 
specialty pharmacies), health insurance 
companies (health plans), other payors 
and others as needed to provide the 
contemplated services or transactions 
involving the data, such as for 
processing health care payments 
• Our lawyers, auditors and 

consultants. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
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and legal and regulatory 
requirements. 
• For our everyday business purposes. 

• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Electronic and Sensor Data 
We collect this type of information 
automatically when you use our 
internet-enabled products such as 
mobile apps and connected devices 
from: 
• You (directly from participant). 
• Your mobile devices and other 
internet-connected devices and 
applications (automatically). 
• Third parties that provide access to 
information you make publicly 
available, such as social media 
platforms. 

We use this type of information: 
• To enable product functionality 
• For internal business purposes, such 
product development, security, and 
quality control 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• To provide access to, monitor, and 
secure our facilities, equipment, and 
other property. 
• To identify you and your device(s) 
for any/all purposes identified above, 
including to monitor your use of and 
interactions with programs, products, 
services, and advertisements for such 
purposes 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including 
companies who assist with our 
information technology and security 
programs, including network security 
services and cybersecurity 
• Service providers, including 
companies who assist with fraud 
prevention, detection and mitigation 
• Behavioral advertising companies 
(see Behavioral Advertising below)Our 
lawyers, auditors and consultants 
• Healthcare providers (including 
specialty pharmacies), health insurance 
companies (health plans), other payors 
and others as needed to provide the 
contemplated services or transactions 
involving the data, such as for 
processing health care payments 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Third parties who assist with our 
information technology and security 
programs. 
• Third parties who assist with fraud 
prevention, detection, and mitigation. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Other third parties as required by 

law 

Geolocation Data 
We collect this type of information 
automatically, when enabled on your 
mobile device and computer, when you 
visit or interact with our websites, 
applications, and online platforms. 

We use this type of information: 
• For information security and fraud 
prevention 
• For our Everyday Business Purposes 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To conduct internal business analysis 
and market research. 
• For advertising and product 
promotion 
• To administer, provide access to, 
monitor, and secure our information 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties who assist with our 
information technology and security 
programs 
• Third parties who assist with fraud 
prevention, detection and mitigation 
• Our lawyers, auditors and 
consultants 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
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technology systems, websites, 
applications, databases, and devices. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Children’s Data 
We collect this type of information 
from children when they use our apps 
and from parents or guardians. This is 
done in accordance with applicable 
laws. 

We use this type of information: 
• To provide the information, products 
or services requested by the child or 
by the child’s parent or guardian 
• If you visit our physical facilities, so 
that we know who is visiting our 
facilities 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including those 
who help administer our call center 
hosting platforms and phone systems 
• Service providers who host our 
websites and mobile apps 
• Other third parties as required by 
law 
• Our lawyers, auditors and 
consultants 

Compliance Data 
We collect this type of information 
from: 
• You 
• Third parties, including companies 
that help us conduct internal 
investigations. 
• Third parties, such as consumer 
reporting agencies and data 
aggregators who conduct background 
screening for us. 

We use this type of information: 
• To comply with and demonstrate 
compliance with applicable laws 
• For legal matters, including litigation 
and regulatory matters, including for 
use in connection with civil, criminal, 
administrative, or arbitral proceedings, 
before regulatory or self-regulatory 
bodies, including service of process, 
investigations in anticipation of 
litigation, execution or enforcement of 
judgments and orders 
• For internal business purposes, such 
as risk management, audit, internal 
investigations, reporting, analytics 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Our lawyers, auditors and 
consultants. 
• Customers, in connection with their 
audits of Xcube.bio 
• Other third parties (including 
government agencies, courts and 
opposing law firms, consultants, process 
servers and parties to litigation) in 
connection with legal matters 

Written Signature 
We collect this type of information 
from: 
• You (directly from participant). 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 

We use this type of information: 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To enroll you in our programs and 
provide our products and services to 
you. 
• To procure vendor/supplier 
products and services, including to 
manage and satisfy related 
vendor/supplier contractual 
obligations. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• To comply with legal and regulatory 
obligations 
• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Healthcare providers (including 
specialty pharmacies), health insurance 
companies (health plans), other payors 
and others as needed to provide the 
contemplated services or transactions 
involving the data, such as for 
processing health care payments 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Payment processors, financial 
institutions, and others as needed to 
complete transactions and for 
authentication, security, and fraud 
prevention. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Our lawyers, auditors, and 
consultants. 
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• Legal and regulatory bodies and 
other third parties as required by law. 

 

California professionals.  
 
The following table provides detail for residents of California who interact with us as (i) health care providers and 
their staff, (ii) clinical investigators and their staff, (iii) employees of companies with whom we conduct business, 
including employees of service providers, with respect to the category of Personal Data collected, the source of 
that information, the purposes for collection and sharing/disclosure, and the categories of third parties to whom 
the category of Personal Data is shared. 

 

Category and Sources of Personal 
Information 

Purpose for Collecting and Sharing 
and Disclosing the PI 

Categories of Third Parties to whom 
this type of Personal Information is 
Shared or Disclosed for a Business 
Purpose 

Contact Information 
We collect this type of information 
from: 
• You 
• Consumer reporting agencies and 
other third parties who verify the 
information you provide. 
• Third parties who help us maintain 
the accuracy of our data and data 
aggregators that help us complete and 
enhance our records. 

We use and disclose this type of 
information: 
• To identify you and personalize our 
communications with you 
• To provide to you and to manage 
our products, programs, events, and 
services 
• For marketing, sales, and product 
and service promotion purposes 
• For record-keeping and reporting, 
including for data matching, metrics, 
and analytics 
• To analyze and better understand 
your needs, preferences, and interests 
• To conduct internal business analysis 
and market research. 
• To engage in joint marketing 
initiatives. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• If you visit our physical sites, to 
provide access to, monitor, and secure 
our facilities, equipment, and other 
property. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers such as companies 
who help manage and coordinate 
events 
• Third parties who deliver our 
communications, such as the postal 
service and couriers 
• Other third parties (including 
government agencies) as required by 
law, such as pursuant to legally 
binding subpoenas, court orders, and 
similar instruments 
• Service providers, including those 
who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Behavioral advertising companies 
(see Behavioral Advertising 
below)Third parties who assist with 
fraud prevention, detection and 
mitigation 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Payment processors, financial 
institutions, and others as needed to 
complete transactions and for 

authentication, security, and fraud 
prevention. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services, including delivery 
companies, agents, and manufacturers. 
• Service Providers who provide 
marketing and data analytics services, 
such as social media platforms used to 
deliver our ads, website/email 
optimization providers, email 
marketing vendors, and data analytics 
vendors. 
• Consumer reporting agencies. 
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• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Physical Characteristics, 
Demographics, or Description 
We collect this type of information 
from: 
• You 
• Third parties that provide access to 
information you make publicly 
available, such as social media 
platforms. 
• Third parties who provide us with 
supplemental data or data analytics 
and market research services, such as 
data aggregators. 

We use this type of information: 
• If you visit our physical site, to help 
manage emergency incidents that 
occur on campus or involve company 
property 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To better enable us to conduct 
advertising and product promotion 
activities 
• To analyze and better understand 
your needs, preferences, and interests 
• To conduct internal business analysis 
and market research. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Emergency personnel 
• Service Providers which use the data 
only to assist in incident management 
and reporting 
• Service providers, including those 
who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Behavioral advertising companies 
(see Behavioral Advertising below) 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Commercial, Financial, and Insurance 
Information 
We collect this type of information 
from: 
• You 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 
• Third parties that provide 
information that helps us understand 
our customers, including data 
aggregators and public records 
providers. 
• Consumer reporting agencies and 
third parties who assist with fraud 
prevention, detection, and mitigation. 
• Payment processors and other 
financial institutions. 
• Other third parties who facilitate, 

process, and complete transactions for 
us, such as resellers, sales agents, and 
program partners. 

We use this type of information: 
• To better understand you and to 
understand our customers generally 
• To design products, services and 
programs including subscription and 
special offer programs 
• For internal business purposes, such 
as quality control, training and 
analytics 
• To enroll you in our programs and 
provide our products and services to 
you. 
• To determine and verify program, 
product, and service eligibility and 
coverage. 
• To fulfill our business relationship 
with you, including processing 
payments, issuing refunds, billing 
support, and collections 

• For recordkeeping and compliance, 
including dispute resolution 
• Reimburse customers, satisfy 
warranty obligations, and fulfill 
payment obligations. 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To communicate with you regarding 
our programs, products, and services. 
• To procure vendor/supplier 
products and services, including to 
manage and satisfy related 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Service Providers, including 
companies who assist us in program 
administration 
• Our lawyers, auditors and 
consultants 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Payment processors, financial 
institutions, and others as needed to 
complete transactions and for 
authentication, security, and fraud 
prevention. 

• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Third party network advertising 
partners. 
• Consumer reporting agencies 
• Legal and regulatory bodies and 
other third parties as required by law. 
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vendor/supplier contractual 
obligations. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To conduct internal business analysis 
and market research. 
• To engage in joint marketing 
initiatives. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

Transaction and Interaction 
Information 
We collect this type of information 
from: 
• You 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 
• Automatically, such as when you 
interact with our websites or mobile 
apps. 

We use this type of information: 
• To fulfill our business relationship 
with you, including customer service 
• For recordkeeping and compliance, 
including dispute resolution 
• For internal business purposes, such 
as finance, quality control, training, 
reporting and analytics 
• For risk management, fraud 
prevention and similar purpose 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Service providers, including third 
parties as needed to complete the 
transaction, including delivery 
companies, agents and manufacturers 
• Our lawyers, auditors and 
consultants 
• Customers, in connection with their 
audits of Xcube.bio 
• Other third parties as required by 
law 

Inferred and Derived Information 
• We create inferred and derived 
data elements by analyzing our 
relationship and transactional 
information. 
• We draw inferences from the 
information we collect from and about 
you, such as your preferences, 
characteristics, attributes, and abilities. 
• Third parties who provide digital 
marketing, and analytics services for us 

We combine inferred data with other 
relationship information and use this 
type of information: 
• To better understand you and to 
understand our customers generally 
• To design products, services and 
programs that delight our customers, 
including subscription programs 
• To identify prospective customers 
• For internal business purposes, such 
as quality control, training and 
analytics 
• To administer, manage, analyze, 
and improve our programs, products, 
and services 
• To analyze and better understand 
your needs, preferences, and interests, 

as well as those of other consumers. 
• For advertising and product 
promotion, including to contact you 
regarding programs, products, 
services, and topics that may be of 
interest or useful. 
• To engage in joint marketing 
initiatives. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• To monitor, investigate, and enforce 
compliance with our policies, 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including those 
who analyze data on our behalf and 
who help execute programs 
• Our lawyers, auditors and 
consultants 
• Third parties with whom we have 
joint marketing and similar 
arrangements 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 

• Legal and regulatory bodies and 
other third parties as required by law. 
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product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

Internet and Online/ Electronic 
Technical Information 
We collect this type of information 
from: 
• You and from your computer or 
devices when you interact with our 
platforms, websites and applications. 
For example, when you visit our 
websites, our server logs record your 
IP address and other information. 
• Automatically, via technologies such 
as cookies, web beacons, when you 
visit our website or other websites. 
• Third parties, including computer 
security services and advertising 
partners 
• We also associate information with 
you using unique identifiers collected 
from your devices or browsers. 
• Third parties who provide website 
and online security services. 

We use this type of information: 
• For system and account 
administration, technology 
management, including optimizing our 
websites and applications, 
• For information security and 
cybersecurity purposes, including 
detecting threats 
• For recordkeeping, including logs 
and records that are maintained as 
part of Transaction Information 
• To identify you or your device, 
including to associate you with 
different devices that you may use 
• For online behavioral advertising 
purposes and general advertising and 
product promotion 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To conduct internal relationship and 
business analysis and market research. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers including 
companies who assist with our 
information technology and security 
programs, including companies such as 
network security services who retain 
information on malware threats 
detected 
• Service providers who assist with 
fraud prevention, detection and 
mitigation 
• Behavioral advertising companies 
(see Behavioral Advertising below)Our 
lawyers, auditors and consultants 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Legal and regulatory bodies and 
other third parties as required by law 

Audio Visual Information 
We collect this type of information 
from: 
• You 
• Automatically, such as when we 
record calls to our call center and use 
CCTV cameras in our facilities. 
• Companies conducting non-clinical 
research such as market research 
companies. 
• Third parties that provide access to 
information you make publicly 
available, such as social media. 

We use this type of information: 
• For internal business purposes, such 
as call recordings used for training, 
coaching or quality control 
• For advertising, marketing, product 
promotion, and relationship purposes, 
such as use of photos and videos for 
social media 
• If you visit our physical facilities, for 
premises security purposes and loss 
prevention 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including 
companies who assist with our 
information technology and security 
programs, and our loss prevention 
programs 
• Service providers, including 
companies who conduct advertising, 
marketing, or market research on our 
behalf 
• Our lawyers, auditors and 
consultants 
• Other third parties as required by 
law 

Electronic and Sensor Data 
We collect this type of information 
automatically when you use our 
internet-enabled products such as 
mobile apps and connected devices 
from: 
• You (directly from participant). 
• Your mobile devices and other 
internet-connected devices and 
applications (automatically). 
• Third parties that provide access to 
information you make publicly 

We use this type of information: 
• To enable product functionality 
• For internal business purposes, such 
product development, security, and 
quality control 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other consumers. 
• To administer, provide access to, 
monitor, and secure our information 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including 
companies who assist with our 
information technology and security 
programs, including network security 
services and cybersecurity 
• Service providers, including 
companies who assist with fraud 
prevention, detection and mitigation 
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available, such as social media 
platforms. 

technology systems, websites, 
applications, databases, and devices. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• To provide access to, monitor, and 
secure our facilities, equipment, and 
other property. 
• To identify you and your device(s) 
for any/all purposes identified above, 
including to monitor your use of and 
interactions with programs, products, 
services, and advertisements for such 
purposes 
• For our everyday business purposes 

• Behavioral advertising companies 
(see Behavioral Advertising below)Our 
lawyers, auditors and consultants 
• Healthcare providers (including 
specialty pharmacies), health insurance 
companies (health plans), other payors 
and others as needed to provide the 
contemplated services or transactions 
involving the data, such as for 
processing health care payments 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 
• Third parties who provide marketing 

and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 
and data analytics vendors. 
• Third parties who assist with our 
information technology and security 
programs. 
• Third parties who assist with fraud 
prevention, detection, and mitigation. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Other third parties as required by 
law 

Geolocation Data 
We collect this type of information 
automatically, when enabled on your 
mobile device and computer, when you 
visit or interact with our websites, 
applications, and online platforms. 

We use this type of information: 
• For information security and fraud 
prevention 
• For our Everyday Business Purposes 
• To administer, manage, analyze, 
and improve our programs, products, 
and services. 
• To conduct internal business analysis 
and market research. 
• For advertising and product 
promotion 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 

• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Third parties who assist with our 
information technology and security 
programs 
• Third parties who assist with fraud 
prevention, detection and mitigation 
• Our lawyers, auditors and 
consultants 
• Third parties who provide marketing 
and data analytics services, such as 
social media platforms used to deliver 
our ads, website/email optimization 
providers, email marketing vendors, 

and data analytics vendors. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Professional and Education Data 
We collect this type of information 
from: 
• you directly. 
• our business partners and other third 
parties that provide access to 
information you make publicly 
available, such as social media 
platforms. 

We use this type of information: 
• to provide you with our Products 
and Services 
• to communicate with you 
• to administer our relationship with 
your organization 
• to send you updates 
• to administer and manage your 
registration and participation at events 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• other Healthcare Providers 
• your patients 
• third parties who assist with fraud 
prevention, detection and mitigation 
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• Third parties who provide us with 
supplemental data or data analytics 
and market research services, such as 
data aggregators. 
• your employer or principal. 

• to fulfill business relationships with 
you, including processing payments 
and notifying you of your order status 
or any associate order status issues 
• to identify and authenticate you 
• to ensure the appropriate use of our 
Products and Services 
• to improve our Products and 
Services 
• to improve our Online Services 
• for short-term, transient use 
• for administrative purposes 
• for quality assurance 
• for marketing, internal research, 
and development 
• to customize content for you 
• to procure vendor/supplier products 
and services, including to manage and 

satisfy related vendor/supplier 
contractual obligations 
• advertising and product promotion, 
including to contact you regarding 
programs, products, services and topics 
that may be of interest or useful 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

• third parties who assist with our 
information technology and security 
programs 
• Xcube.bio’s lawyers, auditors and 
consultants 
• partners that assist us in providing 
the Products and Services or help us 
improve our marketing or 
administration 

Compliance Data 
We collect this type of information 
from: 
• You 
• Third parties, including companies 
that help us conduct internal 
investigations. 
• Third parties, such as consumer 
reporting agencies and data 
aggregators who conduct background 
screening for us. 

We use this type of information: 
• To comply with and demonstrate 
compliance with applicable laws 
• For legal matters, including litigation 
and regulatory matters, including for 
use in connection with civil, criminal, 
administrative, or arbitral proceedings, 
before regulatory or self-regulatory 
bodies, including service of process, 
investigations in anticipation of 
litigation, execution or enforcement of 
judgments and orders 
• For internal business purposes, such 
as risk management, audit, internal 
investigations, reporting, analytics 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Our lawyers, auditors and 
consultants. 
• Customers, in connection with their 
audits of Xcube.bio 
• Other third parties (including 
government agencies, courts and 
opposing law firms, consultants, process 
servers and parties to litigation) in 
connection with legal matters 

Written Signature 
We collect this type of information 
from: 

• You (directly from participant). 
• Healthcare providers (including 
specialty pharmacies). 
• Health insurance companies (health 
plans) and other payors. 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties who provide benefit 
verification, program enrollment, and 
product fulfillment services in 
connection with our products and 
services. 

We use this type of information: 
• To determine and verify program, 
product, and service eligibility and 

coverage. 
• To enroll you in our programs and 
provide our products and services to 
you. 
• To procure vendor/supplier 
products and services, including to 
manage and satisfy related 
vendor/supplier contractual 
obligations. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 

• Healthcare providers (including 
specialty pharmacies), health insurance 
companies (health plans), other payors 
and others as needed to provide the 
contemplated services or transactions 
involving the data, such as for 
processing health care payments 
• Authorized/legal representatives, 
family members, and caregivers. 
• Third parties with whom we have 
joint marketing and similar 
arrangements. 
• Payment processors, financial 
institutions, and others as needed to 
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• To comply with legal and regulatory 
obligations 
• For our everyday business purposes. 

complete transactions and for 
authentication, security, and fraud 
prevention. 
• Other third parties as necessary to 
complete transactions and provide our 
products/services. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

 
California job applicants. 
 
The following table provides detail for residents of California who interact with us applicants for jobs, with respect 
to the category of Personal Data collected, the source of that information, the purposes for collection and 
sharing/disclosure, and the categories of third parties to whom the category of Personal Data is shared. 

 

Category and Sources of Personal 
Information 

Purpose for Collecting and Sharing 
and Disclosing the PI 

Categories of Third Parties to whom 
this type of Personal Information is 
Shared or Disclosed for a Business 
Purpose 

Contact Information 
We collect this type of information 
from: 
• You 
• Your employer or principal 
• Service providers such as companies 
that provide employment recruiting 
services to us, including third parties 
that provide access to information you 
make publicly available, such as via 
social media platforms. 
• Consumer reporting agencies and 
other third parties who verify the 
information you provide. 
• Third parties who help us maintain 
the accuracy of our data and data 
aggregators that help us complete and 
enhance our records. 

We use and disclose this type of 
information: 
• To identify you and communicate 
with you 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• For record-keeping and reporting, 
including for data matching, metrics, 
and analytics 
• To conduct marketing of the 
company and market research. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• If you visit our physical sites, to 
provide access to, monitor, and secure 
our facilities, equipment, and other 
property. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 

• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers such as companies 
who help manage recruiting events 
and activities 
• Third parties who deliver our 
communications, such as the postal 
service and couriers 
• Other third parties (including 
government agencies) as required by 
law, such as pursuant to legally 
binding subpoenas, court orders, and 
similar instruments 
• Service providers, including those 
who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Behavioral advertising companies 
(see Behavioral Advertising below) 
• Third parties who assist with fraud 
prevention, detection and mitigation 
• Other third parties as necessary to 
complete transactions and provide our 

products/services, including delivery 
companies, agents, and manufacturers. 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 
website/email optimization providers, 
and email marketing vendors. 
• Consumer reporting agencies. 
• Our lawyers, auditors, and 
consultants. 
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Physical Characteristics, 
Demographics, or Description 
We collect this type of information 
from: 
• You 
• Service providers such as companies 
that provide employment recruiting 
services to us, including third parties 
that provide access to information you 
make publicly available, such as via 
social media platforms. 
• Third parties who provide us with 
supplemental data or data analytics 
and market research services, such as 
data aggregators. 

We use this type of information: 
• If you visit our physical site, to help 
manage emergency incidents that 
occur on campus or involve company 
property 
• To determine and verify program 
eligibility. 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• To analyze and better understand 
your needs, preferences, and interests 
• For our company marketing and 
market research purposes. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 

and legal and regulatory 
requirements. 
• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Emergency personnel 
• Service Providers which use the data 
to assist in incident management and 
reporting 
• Service providers, including those 
who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 

website/email optimization providers, 
and email marketing vendors. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Inferred and Derived Information 
We collect this type of information 
from: 
• Inferred and derived data elements 
we create by analyzing our 
relationship and transactional 
information. 
• We draw inferences from the 
information we collect from and about 
you, such as your preferences, 
characteristics, attributes, and abilities. 
• Third parties who provide digital 
marketing, and analytics services for us 

We combine inferred data with other 
relationship information and use this 
type of information: 
• For company marketing and market 
research purposes, such as quality 
control, training and analytics 
• For our internal business and 
administrative purposes, candidate 
recruiting and employment-related 
purposes 
• To analyze and better understand 
your needs, preferences, and interests, 
as well as those of other applicants. 
• To administer, provide access to, 
monitor, and secure our information 
technology systems, websites, 
applications, databases, and devices. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including those 
who analyze data on our behalf and 
who help execute programs 
• Our lawyers, auditors and 
consultants 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 
website/email optimization providers, 
and email marketing vendors. 
• Legal and regulatory bodies and 
other third parties as required by law. 

Internet and Online/ Electronic 

Technical Information 
We collect this type of information 
from: 
• You and from your computer or 
devices when you interact with our 
platforms, websites and applications. 
For example, when you visit our 
websites, our server logs record your 
IP address and other information. 
• Automatically, via technologies such 
as cookies, web beacons, when you 
visit our website or other websites. 

We use this type of information: 

• For system and account 
administration, technology 
management, including optimizing our 
websites and applications, 
• For information security and 
cybersecurity purposes, including 
detecting threats 
• For recordkeeping, including logs 
and records that are maintained as 
part of Transaction Information 
• To identify you or your device, 
including to associate you with 
different devices that you may use 

We may disclose this type of 

information to our Affiliates and 
Service Providers and to: 
• Service providers including 
companies who assist with our 
information technology and security 
programs, including companies such as 
network security services who retain 
information on malware threats 
detected 
• Service providers who assist with 
fraud prevention, detection and 
mitigation 
• Behavioral advertising companies 
(see Behavioral Advertising below) 

http://www.xcube.bio/


 

© xcube.bio 2023- www.xcube.bio 

 

• Third parties, including computer 
security services and advertising 
partners 
• We also associate information with 
you using unique identifiers collected 
from your devices or browsers. 
• Third parties who provide website 
and online security services. 

• For online behavioral advertising 
purposes and general advertising and 
company promotion 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• For company marketing and market 
research purposes. 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

• Our lawyers, auditors and 
consultants 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 
website/email optimization providers, 
and email marketing vendors. 
• Legal and regulatory bodies and 
other third parties as required by law 

Audio Visual Information 
We collect this type of information 
from: 
• You 
• Automatically, such as when we 
record calls to our call center and use 
CCTV cameras in our facilities. 
• Companies conducting non-clinical 
research such as market research 
companies. 
• Service providers such as companies 
that provide employment recruiting 
services to us, including third parties 
that provide access to information you 
make publicly available, such as via 
social media platforms. 

We use this type of information: 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• For advertising, marketing, product 
promotion, and relationship purposes, 
such as use of photos and videos for 
social media 
• If you visit our physical facilities, for 
premises security purposes and loss 
prevention 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers, including 
companies who assist with our 
information technology and security 
programs, and our loss prevention 
programs 
• Service providers, including 
companies who conduct advertising, 
marketing, or market research on our 
behalf 
• Our lawyers, auditors and 
consultants 
• Other third parties as required by 
law 

Professional and Education Data 
We collect this type of information 
from: 
• You 
• Your employer or principal 
• Service providers such as companies 
that provide employment recruiting 
services to us, including third parties 
that provide access to information you 
make publicly available, such as via 
social media platforms. 

We use this type of information: 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• To identify and authenticate you 
• For company marketing, market 
research purposes 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• For our everyday business purposes 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers such as companies 
who help manage recruiting events 
and activities 
• Third parties who deliver our 
communications, such as the postal 
service and couriers 
• Other third parties (including 
government agencies) as required by 
law, such as pursuant to legally 
binding subpoenas, court orders, and 
similar instruments 
• Service providers, including those 

who host our data centers, help 
administer our call center hosting 
platforms and phone systems, and 
provide parts of our physical and 
electronic infrastructure 
• Behavioral advertising companies 
(see Behavioral Advertising below) 
• Third parties who assist with fraud 
prevention, detection and mitigation 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 
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website/email optimization providers, 
and email marketing vendors. 
• Consumer reporting agencies. 
• Our lawyers, auditors, and 

consultants. 

Written Signature 
We collect this type of information 
from: 
• You (directly from participant). 

We use this type of information: 
• To identify and authenticate you 
• For our internal business, 
administrative, and candidate 
recruiting and employment-related 
purposes 
• To monitor, investigate, and enforce 
compliance with our policies, 
product/service terms and conditions, 
and legal and regulatory 
requirements. 
• To comply with legal and regulatory 
obligations 
• For our everyday business purposes. 

We may disclose this type of 
information to our Affiliates and 
Service Providers and to: 
• Service providers who provide 
employment recruiting services, data 
analytics services, and third parties 
such as business and social media 
platforms used to deliver our ads, 
website/email optimization providers, 
and email marketing vendors. 
• Our lawyers, auditors, and 
consultants. 
• Legal and regulatory bodies and 
other third parties as required by law. 

 

Other Uses of Personal Data  
 
Mergers and Acquisitions.  
 
In addition to the uses set forth above, in certain circumstances, we will use and disclose your Personal Data to 
facilitate a merger, consolidation, transfer of control or other corporate reorganization in which Xcube.bio 
participates, or pursuant to a financial arrangement undertaken by Xcube.bio and your Personal Information will 
be disclosed to the buyer, assignee, or transferee.  
 
Data Retention.  
 
We will retain your Personal Data for as long as needed or permitted to fulfill the purpose(s) for which it was 
collected or obtained, and as outlined in this Privacy Notice. The criteria used to determine our retention periods 
include: (i) the length of time we have an ongoing relationship with you; (ii) whether there is a legal obligation to 
which we are subject that affects the Personal Data; and (iii) whether retention is determined to be necessary or 
advisable for Xcube.bio due to applicable statutes of limitations, litigation, or other legal or regulatory obligations. 
Xcube.bio takes reasonable steps to dispose of Personal Data upon the expiration of retention periods taking into 
consideration these litigation, legal, or regulatory obligations.  

De-Identification.  

Xcube.bio may de-identify your Personal Data, which means it will remove certain data from your Personal Data, 
such as Contact Information, such that the resulting data would not be able to identify you or anyone else as the 
subject of the data. The de-identified data will no longer be Personal Data and may no longer be subject to data 
protection laws. We will not attempt to re-identify you or anyone else from this de-identified data and if we 
disclose it to third parties, we will require that they commit to not attempting to re-identify you or anyone else 
from the de-identified data. We will use de-identified data for our business purposes. 

Marketing, Cookies, and Tracking 

 
Marketing Uses, Cookies, and Other Activities 
 
To the extent permitted by applicable law, including in accordance with your consent where required by applicable 
law, we may engage in the following activities:  
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• We may use your contact details to contact you to determine whether you would like to initiate a business 
relationship with us or to send you marketing emails. If you do not wish to receive such marketing emails, 
you may opt out by declining to receive such emails when registering or in our subsequent communications 
by following opt-out or unsubscribe instructions included in the email or at other information collection points 
on the Online Services.  

• We may display advertisements to you regarding Products and Services that we believe are relevant to 
you based on your activities on the Online Services or on other web or digital properties. Such 
advertisements may be shown on our Online Services or the online services of others. We achieve this by 
using, and allowing third parties (e.g., Facebook, LinkedIn) to use certain cookies, eTags, pixels, web 
beacons, and other tracking technologies to track your activities on our Online Services and other online 
services. For more information about these activities and how to manage or opt out of them, please click 
on the "Your Privacy Choices" link at the bottom of our website.  

• We may make customer offers to you based on your activities across different Online Services, including 
activities on other web or digital properties or your other interactions with Xcube.bio that are not via the 
Online Services (e.g., regional offers based on the location of your office listed on order forms).  

• We also perform statistical analyses of the users of our Online Services to improve the functionality, content, 
design, and navigation of the Online Services. 

 

Processing Using Website Tracking 
 
On certain of our websites, we use Google Analytics, to help us understand how users engage with this and other 
of our websites. Google Analytics may track your activity on our sites (i.e., the pages you have seen and the links 
you have clicked on) and helps us measure how you interact with the content that we provide. This information is 
used to compile reports and to help us improve the sites. The reports we receive disclose website trends without 
identifying individual visitors. You can learn about Google’s practices by going 
to www.google.com/policies/privacy/partners and exercise the opt-out provided by Google by downloading the 
Google Analytics opt-out browser add-on, available at  https://tools.google.com/dlpage/gaoptout or clicking on 
the "Your Privacy Choices" link at bottom of our website. 
 

Do-Not-Track Signals 
 
Certain web browsers and other programs may transmit “opt-out” signals, also called a Global Privacy Control 
(or GPC) signal (we refer to these as “GPC Signals”), to websites with which the browser communicates. In most 
cases you will need to change your web browser’s settings or add an application to your web browser to enable 
your browser to send a GPC Signal. Xcube.bio’s websites will recognize GPC Signals for website users differently, 
based on the location of the user when they access our websites. For users that access our websites from U.S. states 
that have laws requiring recognition of GPC Signals, we will recognize and apply the GPC Signal to inactivate all 
of the cookies for that website, except for cookies that are necessary for the website to operate (“Strictly Necessary 
Cookies”). Additionally, if you are accessing our websites from one of these states, you can determine if your 
browser GPC Signal has been recognized by clicking on the “Your Privacy Choices” link in the footer of the website 
that will include a short message at the top of the preference center indicating that your GPC Signal has been 
received. For users from states not currently requiring recognition of the GPC Signal, our website servers may 
recognize and apply the GPC Signal for only targeted advertising cookies, but will not apply the GPC Signal to 
functional, performance or social media cookies. Further, a specific GPC Signal acknowledgement notice will not 
be included in the preference center, but you can always check and adjust your cookie settings by going to the 
Your Privacy Choices link in the footer of this website. 
 
Behavioral Advertising 
 
Where allowed by law, as described above, we use your Personal Data to provide you with targeted 
advertisements or marketing communications we believe may be of interest to you. In some jurisdictions, you may 
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have the right to opt out of these types of targeted advertisements. See the Opt-out of Sale or Sharing or 
Processing of Sensitive Data section below to do so. 

For more information about how targeted advertising works, you can visit the Network Advertising Initiative’s 
(“NAI”) educational page by going to http://www.networkadvertising.org/understanding-online-
advertising/how-does-it-work. 

You can opt out of some targeted advertising using the below links: 

• Facebook:  https://www.facebook.com/settings/?tab=ads 

• Google:  https://www.google.com/settings/ads/anonymous 

Additionally, you can opt-out of some of these services by visiting the Digital Advertising Alliance’s opt-out 
portal at:  http://optout.aboutads.info/. 

Opt-out of Sale, Sharing, Targeted Advertising, or Limit the Use of Sensitive Data 
 
Certain of Xcube.bio’s practices may be considered the sale or sharing of Personal Data under applicable law. 
You may have the right to opt-out of the sale of Personal Data, opt-out of sharing of Personal Data for purposes 
of cross-context behavioral advertising, which in other states is the right to opt-out of targeted advertising, and 
the right to limit the use of sensitive Personal Data. To exercise these rights, please see the “Your Rights Regarding 
Your Personal Data” section below. 
 

Interactive Features of our Websites 
 
To the extent we offer any public or group forums on our Products and Services, such as newsfeeds, blogs, message 
boards, or similar tools (“Interactive Features”), the posts or comments you make may be public and viewed by 
others. You should use care before posting information about yourself, including Personal Data. You acknowledge 
and understand that you have no expectation of privacy or confidentiality in the content you submit to Interactive 
Features over the Products and Services. Except when required to do so by applicable law, we assume no 
obligation to remove Personal Data you post on our Products and Services, and your disclosure of any Personal 
Data through the Interactive Features is at your own risk. 
 
Financial Incentive  
 
Xcube.bio offers certain programs that may provide discounts or savings on products and services (“Program(s)”), 
that provide individuals who enroll with personalized and/or bundled product discounts, product vouchers, 
promotional opportunities, and/or other benefits (“Program Benefits”). Program participants opt in by signing up 
for a Program online. Xcube.bio collects and uses your personal information, including information you voluntarily 
provide us (such as your name and email address), commercial information (such as your purchase history), 
information we collect automatically, and information from other sources to operate the Program and related 
services, including to send you Program Benefits and the other uses described in this Privacy Notice. 
 
Based on our reasonable and good faith estimate, Xcube.bio receives value from the Program through increased 
customer loyalty and increased sales, but we do not assign a actual monetary value to the personal information 
we collect in connection with the Program. Further, the precise value of your participation in the Program will vary 
depending on the discounts you take advantage of and purchases you make, as well as other factors. Some 
benefits to you may also be intangible, such as increased knowledge of and familiarity with products that you may 
get from participating in the Program. In general, however, Xcube.bio estimates in good faith that the value 
provided by Program Benefits to customers is equal to or greater than the value we receive from the personal 
information collected from you through the Program. Xcube.bio incurs a variety of expenses for providing Program 
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Benefits, including administrative and technical expenses associated with maintaining the Program and costs 
associated with discounts on purchases. 
 
Participation in the Program and the financial incentives it provides are voluntary. By providing your personal 
information when signing up for the Program, you are affirmatively opting-in to our financial incentive Program. 
You may unsubscribe from Program emails you receive at any time by clicking the unsubscribe link in the emails. 
 
Third Parties 
 

Service Providers 
 
Service providers acting on our behalf must execute agreements requiring them to maintain confidentiality and to 
process Personal Data as necessary to perform their functions in a manner consistent with this Notice, other 
applicable privacy notices, and as explicitly permitted or required by applicable laws, rules, and regulations. 
 

Combination of Data with Data Received from Third Parties 
 
We may combine information we collect, including Personal Data, with Personal Data that we may obtain from 
third parties.  
 
Links to Other Websites 
 
Our Products and Services may contain links to other websites, applications, products, or services that are not 
owned or operated by Xcube.bio, such as social media websites and applications like Facebook and Twitter. You 
should carefully review the privacy policies and practices of other websites, products, and services as we cannot 
control and are not responsible for privacy policies, notices, or practices of third-party websites, applications, 
products, and services. 
 
Your Rights Regarding Your Personal Data 
 
Please note that in many circumstances, we cannot effectively do business with you without processing some Personal 
Data about you (e.g., your contact information). For example, when you contact our customer service 
representatives, we may require you to provide information to authenticate your identity to assist you with your 
request. If you are unable to provide this information, we may be unable to process your request.  

To the extent that the state in which you live has a data protection law that requires us to offer some or all of the 
following rights to you, we will provide the following rights to you based on your state’s law:  

• To opt-out of sharing your Personal Data for cross-context behavioral advertising or, in other states, to opt-
out of targeted advertising; 

• To request access to and a copy of your Personal Data, including to provide your Personal Data directly 
to another organization, i.e., a right to data portability;  

• To request to know about the Personal Data we process about you or, in other states, to request to 
acknowledge our processing of your Personal Data; 

• To request that we correct your Personal Data;  

• To request that we delete your Personal Data; 

• To request that we limit the processing of your Sensitive Personal Data;;  

• To opt-out of processing of Sensitive Personal Data;  

• To appeal the denial of a request; and  

• To lodge a complaint with the data protection authority in your jurisdiction. 
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You can opt-out of sharing personal data or opt-out of targeted advertising for any website you visit by clicking 
on the Your Privacy Choices link located at the bottom of that website. To learn if you have the other above rights 
in the state in which you live and to exercise any of these rights with respect to your Personal Data, please write 
to contact@xcube.bio. We will not discriminate against you for exercising any of the rights described above, 
although we may not be able to continue to provide you Products and Services or it may otherwise affect the way 
we are able to interact with you. 

We will make reasonable efforts to respond promptly to your requests in accordance with applicable laws. We 
may,after receiving your request, require additional information from you to honor your request and verify your 
identity. Please be aware that we may be unable to afford these rights to you under certain circumstances, such 
as if we are legally prevented from doing so.  

In the event you wish to make a complaint about how we process your Personal Data, please contact us 
at  contact@xcube.bio and we will handle your request as soon as possible. Even if you make a complaint to us, 
you may always lodge a complaint with the relevant authority in your location. 

When we receive your Personal Data from our customers and process your Personal Data on their behalf, we do 
so at their request and subject to their instructions. We do not have control over our customers’ privacy and security 
practices and processes. If your Personal Data has been submitted to us by a Xcube.bio customer and you wish to 
exercise any of the above-mentioned rights, please contact the relevant customer directly.  

Safeguarding Information 

 
Consistent with applicable laws and requirements, Xcube.bio has put in place physical, technical, and administrative 
safeguards designed to protect Personal Data from loss, misuse, alteration, theft, unauthorized access, and 
unauthorized disclosure consistent with legal obligations and industry practices. However, as is the case with all 
websites, applications, products, and services, we unfortunately are not able to guarantee security for data 
collected through our Products and Services. In addition, it is your responsibility to safeguard any passwords, ID 
numbers, or similar individual information associated with your use of the Products and Services. 
 
How Long Your Personal Data Will Be Retained 

 
We generally retain Personal Data for as long as needed for the specific business purpose or purposes for which 
it was collected. In some cases, we may be required to retain Personal Data for a longer period of time by law or 
for other necessary business purposes. Whenever possible, we aim to de-identify the information or otherwise 
remove some or all information that may identify you from records that we may need to keep for periods beyond 
the specified retention period. 
 
Special Note to Patients 

 
If you are a patient, please note that this Notice is distinct from your Healthcare Provider’s HIPAA Notice of Privacy 
Practices, which describes how your Healthcare Provider uses and discloses individually identifiable information 
about your health that it collects, as well as any other privacy practices it applies. Xcube.bio collects, uses, and 
discloses any Personal Data it receives from your Healthcare Provider in accordance with its HIPAA-required 
agreements with your Healthcare Provider. 
 
Changes to This Privacy Notice 

 
We reserve the right to change this Notice from time to time. We will alert you when changes have been made by 
indicating the date this Notice was last updated as the date the Notice became effective or as otherwise may be 
required by law. It is recommended that you periodically revisit this Notice to learn of any changes. 
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Contact Us 

 
If you have questions or comments about this Notice or about how your Personal Data is processed, please contact 
us by one of the methods below: 

Email:  contact@xcube.bio   
Mail: xcubebio AG, Grafenauweg 15, 6300 Zug Switzerland 

We will make reasonable efforts to respond promptly to your requests in accordance with applicable laws. Note 
that your request to exercise your data privacy rights must be done through the email address listed under Your 
Rights Regarding Your Personal Data. We may, after receiving your request, require additional information from 
you to honor your request and verify your identity. Please be aware that we may be unable to afford these rights 
to you under certain circumstances, such as if we are legally prevented from doing so. 
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Policy on cookies and other tracking technologies 

 
This website is owned and operated by xcubebio AG (“xcube.bio”), Grafenauweg 15, 6300 Zug Switzerland. 
Xcube.bio may update this notice at any time by publishing changes on this page. You should visit this page from 
time to time to review these updates. 
 
What are cookies? 
 
Cookies save you the trouble of reentering certain information in some registration areas, help to deliver content-
specific information to you, and track which sections of the site are most popular. A ‘cookie’ is actually a file that 
our web server or the web server of one of our service providers or third-party partners may send to your computer 
when you access one of our sites. This file is then stored on your computer. 
 
What types of personal information is collected through the use of cookies? 
 
Cookies may obtain information identifying your computer or browser, including a device ID, your IP Address, 
and/or an Ad ID, as well as information relating to your browsing history. The information we obtain through the 
use of cookies may be combined with other personal data relating to you. 
 
What types of cookies and other tracking technologies do we use and for what purposes? 
 
Our site may use the following types of cookies and tracking technologies, for the following purposes: 
• Strictly Necessary Cookies. Strictly necessary cookies are necessary for the website to function and cannot be 

switched off in our systems. These cookies are usually only set in response to actions made by you that amount 
to a request for services, such as setting your privacy preferences, logging in, or filling in forms. You can set 
your browser to block or alert you about these cookies, but blocking these cookies will prevent the site from 
working. These cookies typically do not store personal data. 

• Functional Cookies. Functional cookies enable our websites to provide enhanced functionality and 
personalisation. They may be set by us or by third party service providers whose services we have added to 
our pages. If you reject these cookies then some or all of these services may not function properly. 

• Performance Cookies. Performance cookies allow us to count visits and traffic sources so we can measure and 
improve the performance of our site. These cookies help us understand how our sites are being used, such as 
which sites are the most and least popular and how people navigate around the site. The information collected 
in these cookies are aggregated, meaning that the do not relate to you personally. Opting out of these cookies 
will prevent us from knowing when you have visited our site and will prevent us from monitoring site 
performance. In some cases, these cookies may be sent to our third party service providers to help us manage 
these analytics. 

• Social Media Cookies. Social media cookies are set by a range of social media services that we have added 
to the site (such as Facebook, Twitter, LinkedIn) to enable you to share our content with your friends, colleagues, 
and networks. These cookies are capable of tracking our browser across other sites and building up a profile 
of your interests. This may impact the content and messages you see on the other websites you visit. If you do 
not allow these cookies, you may not be able to use or see these sharing tools. 

• Targeting Cookies. Targeting cookies may be set through our site by our advertising partners. They may be 
used by those companies to build a profile of your interests and show you relevant advertisements on other 
sites. These cookies do not store directly personal information, but are based on uniquely identifying your 
browser and internet device. If you do not allow these cookies, you will experience less targeted advertising. 

• Web Beacons. A web beacon is a piece of software code on a web page or in an e-mail message that is used 
to track pages viewed or messages opened. Web beacons tell the web site server information such as the IP 
address and browser type related to the visitor's computer. Web beacons may be placed in online 
advertisements that bring people to our site and on different pages of our site. Web beacons provide us with 
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information on how many times a page is opened and which information is consulted. Web beacons are also 
known as internet tags, single-pixel GIFs, clear GIFs, and invisible GIFs. 

 
How does our site respond to web browser “Do Not Track” signals? 
 
Certain web browsers and other programs may be used to signal your preferences to Xcube.bio about how or 
whether Xcube.bio or third parties may collect information about your online activities. Currently, Xcube.bio does 
not respond to such signals. 
 
What choices do you have regarding the delivery of targeted advertisements on third-party sites? 
 
Most internet browsers allow you to change your browser settings to notify you when you receive a cookie, which 
lets you choose whether to accept the cookies, or to automatically refuse all cookies. Note that doing so may impact 
how the functionality of some parts of our websites. If you have previously accepted cookies, you can use these 
same browser settings to reject such cookies if you change your mind. 

Additionally, some of our websites may use third party analytics tools to collect and manage Performance Cookies 
on our behalf. Some specific tools we use include Adobe Analytics and Google Analytics, as described below: 

• Adobe Analytics: We use Adobe Analytics on our websites, which collects information through cookies. If you 
would like to opt out of having your data used by these cookies, please use Adobe’s opt-out tool, available 
here: http://www.adobe.com/privacy/opt-out.html 

• Google Analytics: Our websites may use certain Google Analytics Advertising Display Features, which collect 
information through cookies, including Remarketing with Google Analytics and Demographics and Interests 
reporting. If you would like to opt out of having your data used by these cookies, please use Google’s opt-out 
tool, available here: https://tools.google.com/dlpage/gaoptout/ 
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